FilesAnywhere

since 1999

Secure. Compliant. Trusted.
Since 1999.

Enterprise cloud storage and collaboration built around security

Trust, privacy, and compliance mean total

"

FilesAnywhere helps financial services, healthcare, government, and
other regulated organizations protect information with layered
safeguards, dependable availability, and administrative control.

Dman

SOC 2 data center HIPAA assessment FINRA GLBA

SOX GDPR PCI DSS ISO 27002

Defense-in-depth protection

Advanced Encryption Infrastructure Security
Protect data during transfer and supported backup e Resilient facilities and monitored services.
workflows.
® TLS encryption for secure transfers ® SOC 2-certified data-center environment
® AES-256 local encryption before CoolBackup upload ® Tier-1 multi-carrier backbone and N+1 storage
® Password-protected and expiring external links ® Redundant power, HVAC, fire suppression, and connectivity

2026 core safeguards

® Role-based access controls and user provisioning ® |ndustry-standard firewall and intrusion detection
® Administrative auditing, reporting, and usage metrics ® Regular external intrusion testing
® Custom password lifecycle and strength requirements ® 24/7/365 monitoring of critical services

“We take your privacy, and the safety of your data, very seriously.”
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COMPLIANCE BUILT IN

Security Controls That Support Your Program

FilesAnywhere provides access, reporting, governance, backup, and recovery capabilities that can support customer
compliance programs. Applicability depends on configuration, contracts, policies, processes, and regulatory scope.

Controls can support customer obligations associated Configuration and availability vary by plan.

with:

Compliance Programs @ Compliance Features

® HIPAA and HITECH healthcare workflows ® Role-based access and provisioning
® FINRA, GLBA, and SOX governance ® Administrative auditing and reporting
® GDPR privacy and accountability ® Usage metrics and automated notifications
® PCI DSS scoped environments and ISO/IEC 27002 ® Secure sharing with passwords and expiration
guidance
Reliability, backup, and recovery
Data Durability Operational Resilience
Layered backup and restoration capabilities. Infrastructure designed for continuity.
® Daily snapshots for every account ® N+1 storage redundancy
® Point-in-time backups stored for 60 days ® Redundant power, HVAC, fire suppression, and network
® Encrypted CoolBackup workflows and data restore ® Continuous monitoring of critical services
Why customers choose FilesAnywhere
1 Enterprise-grade 2 Compliance-supportin 3 Predictable 4 Long-term 5 Responsive
safeguards controls administration service customer

experience support

Security isn’t a feature. It’s our foundation.
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